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| OVERVIEW

In this course, students will learn about OMASP Top 10 critical vulnerabilities and how to find them
on live environment. Like: XSS, RFI-LFI attack, File uploading, SQL injection, etc.

| Pre-Requisites

Students should already know about web development languages for
code reading and modification. (Like: JAVA, JavaScript, etc.)
[Note: Only basic knowledge about Web-Application Languages]



| Who We Are?

We promise to offer the best training and certification
programs to our students. We provide the programs
and resources you need to succeed if you are just
beginning your Cyber security career or are an
experienced expert wishing to develop your skills.
ontact us today to learn more about our training
l certification options!

Why Choose us?

Welcome to our Cyber Security Training Institute, where
we are committed to giving individuals and organisations
who want to protect their digital assets thorough training and certification programmes.
Our knowledgeable Trainers will bring you through the complexities of cybersecurity
with their cutting-edge expertise and practical experience. You will learn useful
methods and abilities to protect yourself from online dangers, such as ethical hacking,
network security, incident response, and other things. Our programmes give you the
opportunity to hone your skills and grow your profession through practical lab
experiences and individualised coaching.




SYLLABUS
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. Mobile-App Pen-Testing Course Module

12.
13.

01. Introduction to Mobile-App Testing
02. Lab setup

03. Android Architecture 14.
04. APK File Structure 15.
05. Reversing with APKtool/ Jadx-GUl  16.
06. Reversing with MobSF 17.
07. Static Analysis 18.

08. Scanning Vulnerabilities with Drozer 19.
09. Improper Platform Usage 20.
10. Log Analysis 21.
11. Insecure Storage

Insecure Communication
Hard Coding Issues
Insecure Authentication
Insufficient Cryptography
Code Tempering
Extraneous functionality

SSL pinning

Intercepting The Network Traffic

Dynamic Analysis

Report Preparation




S Tools and Benefits of the Diploma course
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10 Gb Toolkit

Online and Offline classes

Networking Certificate after completion
Training by experienced trainers
Checkpoint based training

1 Year Membership

Live Hacking training

Class session recordings

24x7 Support
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GContact Us: . N\
Call or WhatsApp ’ “ =20
+91-8595756252 | +91-8800874869
Email Id
Info@reconforce.in
enquiry@reconforce.in
Branch 1:
Street No. 08, Plot No.308,
Main Market Sant Nagar
Burari - 110084
Branch 2:

D-64, Main Vikas Marg, Laxmi Nagar
Delhi - 110092
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